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Overview

Sample Test

General Networking Questions:

1.  What is the OSI Reference Model?

a.  A description of networking hardware.

b.  A method used to model a network design in order to optimize its efficiency.

c.  A method of separating network hardware and software functions into layers.

d.  A method of designing networks using multiple, hierarchical layers.

e.  A network architectural mode developed by the OSI to describe computer

     communications.

2.  The OSI Reference Model is composed of how many layers?

a.  4

b.  5

c.  6

d.  7

e.  8

3.  What is an example of an OSI physical layer?

a.  CCITT X.21

b.  TCP

c.  IEEE 302.2

d.  IEEE 802.1d

e.  CLNS/CLNP

4.  What is an example of an OSI data-link layer?

a.  CCITT X.21

b.  TCP

c.  IEEE 802.2

d.  IEEE 802.1d

e.  CLNS/CLNP

5.  What is an example of an OSI network layer?

a.  CCITT X.21

b.  TCP

c.  IEEE 802.2

d.  IEEE 802.1d

e.  CLNS/CLNP

6.  What is an example of a CSMA/CD network?

a.  IEEE 802.1d

b.  IEEE 802.2

c.  IEEE 802.3

d.  IEEE 802.4

e.  IEEE 802.5

7.  What IEEE standard describes the function of token ring?

a.  IEEE 802.1d

b.  IEEE 802.2

c.  IEEE 802.3

d.  IEEE 802.4

e.  IEEE 802.5

8.  What information is described by the IEEE 802.2 standard?

a.  token ring

b.  port type

c.  FDDI

d.  link-layer control

e.  token bus

9.  What media can use different encapsulation methods at the data link layer?

a.  token ring 

b.  ethernet

c.  FDDI

d.  DQDB

e.  token bus

10.  What is an advantage to a bus architecture?

a.  All nodes on a bus have equal access to the communication link.

b.  Repeaters join point-to-point links in a closed loop.

c.  A form of access control is required to determine which station can transmit.

d.  This topology has a centralized control strategy.

e.  The transmission medium is a branching cable with no loops.

11.  Which of the following is not an example of a Local Area Network?

a.  802.3

b.  802.4

c.  802.5

d.  802.6

e.  FDDI

12.  What is one function of the MAC layer?

a.  Encoding and decoding of signals?

b.  Provide one or more service access points.

c.  Bit retransmission and reception.

d.  Maintaining ones density and clock.

e.  Manage communication over the link.

13.  What layer of the OSI Reference Model does a bridge operate?

a.  Physical

b.  Data-link

c.  Network

d.  Transport

e.  Session

14.  What is not a basic function of a bridge?

a.  Multiple network interconnection.

b.  Broadcast suppression.

c.  Protocol independent routing.

d.  Network extension.

e.  Packet forwarding.

15.  Which is not a true statement about repeaters?

a.  A single repeater directly connects two cables.

b.  Two repeaters can be connected by a point-to-point inter-repeater link.

c.  The basic function is to accept a frame transmitted on one cable and repeat it, bit

     by bit on the other cable.

d.  The maximum delay must always be less than or equal to 0.8 microseconds.

e.  Repeaters are used to extend the logical network to get around maximum cable

     length restrictions.

16.  What is the basic function of a router?

a.  Protocol independent routing of packets destined to different hosts.

b.  Forwarding of packets based on network address.

c.  Assembles and disassembles packets to and from X.25 networks.

d.  Connects two networks that use different network protocols.

e.  Extend the logical network to get around maximum cable length restrictions.

17.  What is the purpose of a spanning tree algorithm?

a.  Selects the best path between LANs for redundancy.

b.  Only used by DEC bridges to dynamically configure a routing table.

c.  Reduces the number of broadcasts necessary by forwarding a specific subset.

d.  Used by bridges to dynamically discover a loop-free topology that includes a

     path to every set of LANs.

e.  Defined by IEEE 802.1d to enforce a hybrid star/bus network topology.

18.  What layer of the OSI Reference Model does a router operate?

a.  Physical

b.  Data-link

c.  Network

d.  Transport

e.  Session

19.  What layer of the OSI Reference Model does a repeater operate?

a.  Physical

b.  Data-link

c.  Network

d.  Transport

e.  Session

20.  A “routed” protocol has the following characteristics:

a.  Conforms exactly to the OSI Reference Model.

b.  Uses a metric to calculate the best path.

c.  Embeds an identifier in each packet which uniquely specifies a logical grouping 

     of hosts.

d.  Ensures a loop-free topology.

e.  All of the above.

  For Questions 21 to 35, picture the following network:

Host 1 and Host 2 are on separate ethernets in different locations.  Connecting 

them across a serial line are “boxes” A and B.

Given that A and B are repeaters:



21.  In general, how should Host 1 and Host 2 be configured:

a.  With the same network address.

b.  With two different network addresses.

c.  Using the same host address.

d.  Using proxy ARP

e.  Doesn’t matter.

22.  Host 1 sends a packet to Host 2.  What is the source MAC address of the packet on Host 2’s ethernet?

a.  Host 1

b.  Repeater A

c.  Repeater B

d.  Host 2

e.  The broadcast address

23.  Host 1 sends a packet to Host 2.  What is the destination MAC address of the packet on Host 2’s ethernet?

a.  Host 1

b.  Repeater A

c.  Repeater B

d.  Host 2

e.  The broadcast address

24.  A line hit on the serial line causes an error in the packet.  When this is 

       detected, the re-transmission is sent by:

a.  Protocol analyzer

b.  Host 1

c.  Repeater A

d.  Repeater B

e.  Host 2

A and B have been replaced with bridges to isolate the traffic on the ethernet links.



25.  What addressing changes need to made to Host 1 and Host 2?

a.  Change the network address on Host 1 and Host 2?

b.  Change the host addresses on both Host 1 and Host 2.

c.  Change the MAC address on Bridge A.

d.  Change the host add serial connection will use another network number and 

     Host 2 will use a third network number.

e.  None.  Since they are all connected, no network numbers are necessary.

VOID space

38.  In Source-route bridging (SRB), what specifically indicates that a frame is

       destined for a remote ring?

a.  The multicast bit in the source address field is set to 0.

b.  The multicast bit in the source address field is set to 1.

c.  The explorer bit is set to 0.

d.  The explorer bit is set to 1.

e.  The routing information field contains route designators.

39.  Which is not a valid bridge number in a route designator?

a.  0x3

b.  0x7

c.  0xb

d.  0xf

e.  0x11

40.  The TCP/IP Internet Protocol Suite was designed:

a.  As a standard, non-vendor specific method for interconnecting networks and

     routing traffic.

b.  To specifically conform to the OSI Reference Model.

c.  For government use only.

d.  As a standard Local Area Network protocol for university research.

e.  To be a short-term solution until the development of the Common Management

     protocol is completed.

41.  Which is not a true statement about the User Datagram Protocol (UDP)?

a.  UDP can be used in place of TCP as a transport protocol.

b.  UDP is a connection-less protocol.

c.  UDP packets use error checking to provide high reliability.

d.  UDP uses IP to transport messages.

e.  UDP uses port numbers to distinguish between multiple destinations on a given

     host computer.

42.  Which of the following is not associated with IP routing?

a.  RIP

b.  ARP

c.  OSPF

d.  Integrated IS-IS

e.  Static

43.  IP addresses are made up of:

a.  32 bit network address and 16 bit host address assigned by the network

     administrator.

b.  6 bit area and 10 bit node id assigned by the network administrator.

c.  48 bit address burned in on ROM.

d.  32 bit dotted decimal address split into 4 octets:  autonomous system, network,

     area and station.

e.  32 bit dotted decimal address split into 4 octets:  network and host.

44.  What is the purpose of ICMP messages?

a.  A part of IP that handles error and control messages.

b.  Protocol that checks ARP and routing tables.

c.  Checks reliability, delay and forwarding rate of LAN traffic.

d.  Generates management messages to gather statistics.

e.  They carry link state announcement information for OSPF.

45.  When a packet is blocked because it fails to match a filter or access list, what type of ICMP message is sent to the destination?

a.  Destination Unreachable

b.  Access Denied

c.  Source Quench

d.  Time Exceeded

e.  None

46.  Which is not a Distance Vector routing protocol?

a.  RIP

b.  BGP

c.  EGP

d.  IS-IS

e.  IGRP

47.  Which is the true statement about Link State routing protocols?

a.  Link state routing uses the Bellman-Ford algorithm.

b.  Each router is responsible for learning about its neighbors and their links and

     flooding this information to all of the other routers in the network.

c.  All routers using a Link State protocol will have the same topology map of the

     network.

d.  Best routes are determined dynamically starting with the lowest MAC address.

e.  Convergence can take a very long time, as every router must build a new

     topological map.

48.  The TCP protocol does all its sequencing and window accounting in single-byte units, although data may be transmitted in segments of up to 32Kbytes.  The       maximum window size provided for by the protocol is 64Kbytes.  What is the  approximate theoretical maximum one-way throughput of a single TCP connection over a 1.544Mbps satellite connection with a one-way delay of 250 milliseconds?

a.  64 Kbytes/sec

b.  128 Kbytes/sec

c.  192 Kbytes/sec

d.  256 Kbytes/sec

e.  Not enough information to decide

49.  What is the function of the Address Resolution Protocol (ARP) in an IP

       network?

a.  Binds the IP address to the MAC address.

b.  Dynamically allocates a host address to a device.

c.  Service that binds the IP address to a host name.

d.  Protocol that detects errors and requests the re-transmission.

e.  Sends error and control messages.

For questions 50-53, what number of IP host on a subnetwork are available in the following configurations ?
50.  Class C network, no subnetting

a.  200

b.  253

c.  254

d.  255

e.  256

For questions 56-58, which subnet mask(s) apply to the following configurations ?
56.  Class A network, with 510 subnetworks

a.  255.255.254.0

b.  255.255.255.0

c.  255.0.0.0

d.  255.255.213.0

e.  255.255.128.0

57.  Class B network, with 2000 subnetworks

a.  255.255.255.192

b.  255.255.255.224

c.  255.255.254.0

d.  255.255.255.240

e.  Can not be done

58.  Class B network, using 6 bits of subnetting?

a.  255.255.252.0

b.  255.255.0.63

c.  255.255.145.100

d.  All of the above

e.  None of the above

59.  What is the subnet address given this TCP/IP address 193.243.12.43 and

       subnet mask 255.255.255.128?

a.  193.243.12.0

b.  193.243.12.128

c.  193.243.12.32

d.  193.243.0.0

e.  This is an illegal address and subnet pair

60.  When configuring multiple interfaces routing TCP/IP, each interface:

a.  Has the same IP network and host address.

b.  Should have a different IP network or subnet address.

c.  Must be in a different Autonomous system.

d.  Must have a different IP network or subnet address, but use the same host

       address.

e.  Does not need an IP address.

61.  Given a Class A address of 18.23.4.100, and a subnet mask of 255.255.248.0, what is the broadcast address that will be used?

a.  18.23.7.255

b.  18..23.4.100

c.  18.23.4.255

d.  255.255.255.255

e.  18.23.0.0

Cisco Specific Questions

61.  A brand new Cisco router has no configuration defined.  Which of the following is not a method that can be used to configure the router for the first time?

a.  By connecting to the console port and suing TFTP to download a configuration

     file that has been created ahead of time.

b.  By connecting to the console port and running the Setup dialogue.

c.  By connecting to the console port and directly typing in configuration commands.

d.  Using SNMP via a network management station.

e.  Using bootp in conjunction with SLARP/RARP to download a configuration file

       that has been created ahead of time.

62.  Which EXEC command is not available in user mode?

a.  show interfaces

b.  ping

c.  show ip route

d.  telnet

e.  who

63.  Which of the following EXEC commands is used to list a router’s active (current) configuration?

a.  list configuration

b.  show active configuration

c.  show configuration

d.  write configuration

e.  write terminal

64.  Which of the following EXEC commands is used to list a router’s configuration stored in NVRAM?

a.  list configuration

b.  show nvram

c.  show configuration

d.  write configuration

e.  write terminal

65.  Which command places a copy of the active configuration into NVRAM?

a.  write configuration

b.  save

c.  write nvram

d.  copy config nvram

e.  write memory

66.  Which command places a copy of  the active configuration into FLASH memory?

a.  write flash

b.  save

c.  write memory

d.  copy config flash

e.  None of the above

67.  When a router parameter is changed using the configure command, when does the change take effect?

a.  Immediately after the command is input.

b.  When the configuration mode is completed.

c.  When the system is reloaded.

d.  When the system is powered off then powered back on.

e.  Only when the parameter is activated for the first time.

Answer Section

1.

e

2.

d

3.

a

4.

c

5.

e

6.

c

7.

e

8.

d

9.

b

10.

a

11.

d

12.

e?

13.

b

14.

b

15.

e

16.

b

17.

d

18.

c

19.

a

20.

c

21.

a

22.

a

23.

d

24.

b

25.

e

26 - 37. Missing Questions

38.

e

39.

e

40.

a

41.

c

42.

b?

43.

e

44.

a

45.

e

46.

d

47.

b

48.

b

49.

a

50.

c

51 - 55.     Missing Questions

56.

e

57.

e

58.

d

59.

e

60.

b

61.

a

Cisco Specific Questions

61.

d

62.

b

63.

e

64.

c

65.

e

66. e

67. a

